Chapter 21

Information Security Essentials
for IT Managers: Protecting
Mission-Critical Systems
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ISO 17799

ISMM
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2
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1

Security policy

N/A

v

2

Organizational security

Information security infrastructure

Security of third-party access

v

Outsourcing

Asset classification
and control

Accountability for assets

SNENENANEN

SNENENENEN

SNENENENEN

Information classification

AN

<

Personnel security

Security in job definition and resourcing

User training

Responding to security incidents/malfunctions

NN

AN

Physical and
environmental security

Secure areas

Equipment security

General controls

ANNENENENENENEN

Communications and
operations management

Operational procedures and responsibilities

System planning and acceptance

Protection against malicious software

Housekeeping

NENENEN

Network management

Media handling and security

Exchange of information and software

Access control

Business requirement for access control

User access management

User responsibilities

NENENEN

Network access control

Operating system access control

Application access control

Monitoring system access and use

Mobile computing and teleworking

System development
and maintenance

Security requirement of systems

NANEN

Security in application systems

S EVENENIN

Cryptographic controls

Security of system files

Security in development and support processes

NN

SNENEN

Business continuity
management

N/A

10

Compliance

Compliance with legal requirements

Review of security policy and compliance

System audit considerations

NASEN
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Active bot-infected computers
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Security Monitoring
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IR and Forensics
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Administration
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Physical Security
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Policies & Procedures

Facilities
Countermeasures

Personal Security

|A Architecture

Security Monitoring

and Effectiveness Physical Security

Facility Requirements
Physical Access Contro

Data Center Security

Personnel Practices

Identification

Authentication

Authorization

OS Hardening

Mobile Security

Patch Management

Data Security

Data Classification Antivirus
Duty Encryption
Accaess Control Models Software

Roles and
Responsibilities

Intrusion Detection
Systems

Backup and Restore

Poop! . Capabilities
1A Criteria (security, Sope Host-based Security b
Interoperability, PKI) System Event

in
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Evaluated Products Network Security Firewalls

System Risk
Technology .
pssessment Defense in Depth Sniffers and Packet
a i Recording Tools
Security Policy Network-based Security g
B Intrusion Detection
Certification and Systems
Accreditation Public and Private Anomaly Detection
Intemet Connections
Key Management Business Systems
Communications Intranet and Extranet .
Readiness Assessments Security Communications Firewalls
ASW&R Operations Application Layer

Recovery
& Reconstitution

Security Management

Measuring Effectiveness
Security Metrics

Wireless Security

Automating Metrics

Designing Security
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Visualization

Analysis Techniques Physical Controls

Administrative Controls

Web Communication
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Web and
Application Security

Web Application
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Risk Management j Application Security

Technical Controls

Web Security
Protocols

Web Security
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Virtual Private Networks
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Firewalls

Alert Correlation and
Automation

Intrusion Prevention
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Security Issues
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Enhancing Security
Controls
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Communications

Assessing Wireless
Security
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Endpoint/NAC

App firewalls

File encryption (storage)
Encryption in transit
Anti spyware

VPN

Firewalls

Antivirus
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Internet

Extranet

External
Organizations

External
Public Assets

Business Partners

Intranet
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IEEE

Maximum

Typical

Frequency

Standard or Data Rate Range Band Comments
Amendment
802.11 2 Mbps 50-100 2.4 GHz
meters
802.11a 54 Mbps 50-100 5 GHz Not compatible with 802.11b
meters
50-100 Equipment based on 802.11b has been the
802.11b 11 Mbps meters 2.4 GHz dominant WLAN technology
802.11g 54 Mbps rsnoe_t;(r)so 2.4 GHz Backward compatible with 802.11b

f21-14-9780123943972




IEEE 802.11 Security

Pre-Robust Robust Security
Security Networks Networks
WEP IEEE 802.1x EAP
\ J Port-based N J
Confidentiality Access Control Authentication
Open System Shared Key \ ) and Key TKIP CCMP
— Access Control Generation ——
Authentication Confidentiality, Data
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Origin Authentication,
and Integrity and
Replay Protection



Cryptographic Algorithms

Confidentiality Integrity
TKIP WEP CCM NIST HMAC- HMAC- TKIP CCM
(RC4) (RC4) (AES- Key SHA-1 MD5  (Michael (AES-
CTR) Wrap MIC) CBC-
MAC)
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Key Generation

HMAC
SHA-1

- RFC Proprietary
1750



Percentage of vulnerabilities
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Formal policy
established - 67%

No policy - 1%
Other - 2%

v
A L Informal policy - 12%
Formal policy being
developed - 18%

2008: 512 Respondents
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Awareness Training Education
Attribute “What” “How” “Why”
Level Information Knowledge Insight
Objective Recognition Skill Understanding
Teaching Method Media Practical Instruction Theoretical Instruction
Videos Lecture Discussion Seminar

Newsletters
Posters, etc.

Case study workshop
Hands-on practice

Background reading

Test Measure

True/False
Multiple Choice
(identify learning)

Problem Solving
(apply learning)

Essay
(interpret learning)

Impact Timeframe

Short-term

Intermediate

Long-term
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Other h'3°|/°

Don’t use awareness training |18%

. 0,
Don’t measure effectiveness 132 A’u

Volume and type of incidents —r I

: (e 17 %
Volume and type of help-desk issues Mk I

H | 9
Staff reports of experiences -235»

Social engineering testing [ 4%

Mandatory written/digital test |———— 36 %
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No techniques
External pen testing
Internal pen testing
E-mail monitoring
Web monitoring
External audits
Automated tools

Internal audits

| 13%

| 46%

| 47%

| 49%

| 49%

| 49%

| 55%

| 64%
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